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VULNERABILITY 1 : SERIAL PORT EXPOSED  

IoT devices often have various serial ports on the devices. These 

ports or interfaces when exposed to a malicious user or attacker 

could enable them to interact with the device. 

This interaction could lead to the attacker finding out sensitive 

information from the device, dumping the firmware and performing 

additional exploitation.  

Most of the devices when having serial port exposed also don’t 

have secure authentication mechanisms when someone accesses 

the device via one of those ports.   

There have been a number of popular devices including routers, 

baby monitors, IP cameras, smart thermostats, smart home 

automation and more falling vulnerable to this vulnerability.  

Always ensure that when the product goes to the market, disable 

the serial port or add a strong and secure authentication 

mechanisms for anyone who wants to access the device via the 

serial port. 
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VULNERABILITY 2 : DEFAULT CREDENTIALS 

  
Default credentials are one of the most common ways for an 

attacker even with very limited skill, to compromise an IoT device.  

Most of the home and enterprise IoT devices ship with default 

passwords which when run through a brute forcing tool can be 

cracked within minutes, if not hours.  

Adding to that, manufacturers often don’t provide the ability to the 

user to change the login credential, which makes it extremely 

tough for a normal user to be secure against these kind of 

vulnerabilities if the device is vulnerable.  

The recent outbreak of the Mirai botnet was one such example of 

how a very simple vulnerability could lead to infection of millions 

of devices and huge revenue loss for companies as well.  

Speaking at a very general level, the Mirai botnet attacked the 

devices which has open ports for common services and used 

default credentials for the services running on those ports.  

Some of the devices which were affected by Mirai had to even 

recall their devices since they had no external way to change the 

password on their IoT devices.  
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VULNERABILITY 3 : HARDCODING ISSUES 

During our hundreds of pentests, we noticed that in most of the 

device’s firmware, there are a number of sensitive and confidential 

information which is being hardcoded.  

This means that anyone who would be able to get access to the 

firmware will be able to see those values.  

These values included anything from private certificates to API 

keys to even passwords to their online databases and servers. 

Often times, developers don’t realize that the firmware they put in 

the device can be very easily extracted and dumped by a skilled 

attacker.  

Firmware Analysis for hardcoding issues has even helped us find 

some hidden staging URLs which should not have been exposed, 

the development environment details, encryption keys and 

numerous other pieces of information.  

Some of the common hardcoding issues can be detected by simply 

running an automated script which would extract the file system 

from the firmware and look through all individual files and folders 

for sensitive information.  
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VULNERABILITY 4 :  
INSECURE MOBILE AND WEB APPLICATIONS  

Insecure Mobile and Web applications deserve a special mention in 

the 13 most critical vulnerabilities in IoT devices.  

This is because IoT manufacturers almost never pay attention to 

the security of mobile application and web based dashboards.  

We have been able to compromise an entire line of products by 

exploiting vulnerabilities in the mobile and web applications.  

To be mentioned in these category of vulnerabilities is the 

authorization and authentication related security issues, which if 

overlooked, can lead to insecurity of millions of users using the 

specific IoT product.  

We have exploited products such as Baby Monitors, Smart Anti-

Theft Alarms, Smart Thermostats and more by exploiting a 

vulnerability such as SQL and XML Injection, Authentication bypass 

and Unauthorized access.  

Mobile applications similarly reveal sensitive information such as 

the entire functioning and command patten of the IoT devices, 

which if identified can be used to take over the smart device.  
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VULNERABILITY 5 :  
INSECURE NETWORK COMMUNICATION 

Insecure Network Communication is one of the most common 

security vulnerabilities which leads an attacker to get access to 

sensitive information on the fly, as well as gain insights to the 

working of a specific IoT device.  

For instance, when we were exploiting a range of smart home 

products including Smart Switch and Smart Light Bulb, we used 

the Insecure Network Communication vulnerability to understand 

how the different devices are interacting with each other. Based on 

that information, we were able to craft our own packets which 

allowed us to further take control of the entire Smart Home 

Automation System.  

In order to identify Insecure Network Communication, all a security 

researcher or attacker requires is a proxy tool which would be able 

to perform a Man-In-The-Middle attack thus intercepting the entire 

communication between the different devices, and modifying the 

packets on the fly.  
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VULNERABILITY 6 :  
INSECURE RADIO COMMUNICATION 

The communication protocols in IoT devices might be anything 

from WiFi to BLE to Zigbee to 6LoWPAN.  The common mistake 

which most of the manufacturers make is they don’t realize that 

the communication mechanisms can be easily sniffed.  

Encrypted communications can be defeated if an attacker gets the 

encryption key used to encrypt these communications. The 

Encryption keys could be found in the firmware or the flash chip of 

the device (using JTAG and other exploitation techniques).  

Once an attacker gets to know the encryption mechanisms, key 

and is able to intercept communication, they can also modify the 

packets on the fly or even craft their own packets which could be 

sent to the target device making them believe that the packet is 

coming from a legitimate source.  

For instance, an attacker could also potentially make a self 

replicating worm which would infect all the devices on the network 

around it and keep propagating from there. This vulnerability was 

found in one of the major smart home solutions - Philips Hue.  

Chances are, unless you are securing your radio communication via 

strict encryption mechanisms and taking care of integrity checks, 

your device is vulnerable.  
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VULNERABILITY 7 :  
MISSING INTEGRITY AND SIGNATURE 

VERIFICATION 

Having Integrity checks and signature verification for the different 

components in an IoT solution is a strong line of defense to protect 

against various vulnerabilities.  

These protection mechanisms should be implemented all the way 

from the bootloader to the file system to OTA updates and even 

the network communication.  

Missing nay of the above listed components could result in attacker 

modifying the original component with a malicious counterpart 

leading the device to be compromised.  

Since there is no way for a layman user to verify whether the 

firmware (or any other component) on his device is legitimate or 

not, it makes extremely tough for the user to notice that his device 

has been breached.  

We have previously exploited a number of devices through 

malicious bootloaders, exploiting the file system and spoofing 

devices on the network which led to the entire IoT device and 

communication compromise leading us to steals sensitive 

information and also insert our own malicious data.  
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CONCLUSION  

Hope you got to learn about the 7 critical IoT security 

vulnerabilities by reading this e-book.  

We highly encourage you to take a deeper look at your devices 

and identify what could be the possible security issues which an 

attacker could exploit.  

To train your team on IoT security and vulnerability finding skills, 

contact us at secure@attify.com .  

If you are an individual:  

Join one of our public classes listed at https://www.attify-

store.com/collections/real-world-training or  

Get the IoT Exploitation Learning kit - https://www.attify-

store.com/collections/frontpage/products/iot-security-

exploitation-training-learning-kit  

Thanks. 
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